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SDN Introduction
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What is SDN ?

Software Defined Networking (SDN) is a new architecture of network
that enables dynamic, programmatically efficient network configuration
and it is opposite to the traditional network architecture.
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What is SDN ?

SDN's Advantage :

• Efficiency : Optimize existing applications, services and infrastructure

• Scale : Rapidly grow existing applications and services

• Innovation : Create and deliver new types of applications and 
services and business models
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What is SDN ?

SDN's Disadvantage :

• Programmable : Every components is a software that could under 
the vulnerability

• Unity : All of the flows are controlled by the controller

• Elastic : Every rules could be easily changed by the controller
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What is SDN ?

SDN's Disadvantage :

• Programmable : Every components is a software that could under 
the vulnerability

• Unity : All of the flows are controlled by the controller

• Elastic : Every rules could be easily changed by the controller

Once the controller is owned by the attacker, the whole network will be controlled.
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General SDN Architecture
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What if the 
controller is controlled by attacker … ?
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Project Designed Architecture
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Network Attack 
By Pwned Controller
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Controller Attack
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Project Demo
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Q & A
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